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What to Survive...

Why?

Design
Development
Troubleshooting
Eventual Consistency
Integration

Launch

MVP






YOU HAD ME AT
“DOCKER~



Docker Momentum

450+

Docker EE

commercial
customers

Job listings on
LinkedIn

Dockerized
apps




Usage of Orchestrators
Docker Adoption Behavior

ADOPTED B DABELING Il ABANDONED

25%
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Docker Adoption Status by Infrastructure Size

Usage Among Adopters
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https://www.datadoghq.com/docker-adoption/
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Oh, like Saas,

You know, for marketing SOA Cloud PaaS?
, Cloud, PaaS:

Hcontainers
Hmicroservices




You know, for marketing
Hcontainers
Hmicroservices

Monolith ->
Microservices == #winning

Because, you’'ll do
better this time?




You know, for marketing
Hcontainers
Hmicroservices

Monolith ->
Microservices == #winning

Developer influence...aka
#containers are fun!

Ok, that will pay
the bills...




This meeting is
over...

You know, for marketing
Hcontainers
Hmicroservices

Monolith ->
Microservices == #winning

Developer influence...aka
H#containers are fun! ;

Hcontainers #containers
Hcontainers #containers







Alignment of business
capabilities / features

More frequent feature
releases, with confidence

Increased system resiliency
Improved operational
visibility

Polyglot languages / tools
Polyglot Data
Heterogeneous teams




CONTAINERS
PLATFOR MS
(ODPER ATIONAL PRACTICES
DESIGN PRINCIPLES



Alignment of business
capabilities / features

More frequent feature
releases, with confidence

Increased system resiliency
Improved visibility into
operations

Polyglot languages / tools
Heterogeneous teams

/)
/)

-
-

*V
*V

We can’t meet customer
demand for new features

Releases are filled with risk
We have trouble tracking

down which part of the
system failed

Our DevOps tools and
infrastructure have too
much variety







e Code analysis

* LOE by domain

* Existing and new resource
plans

* Projected cost estimates
* Resources
* Cloud
* Tooling

e Cost of business analysis

* Time estimates
* Expected ROl timeline




There’s a

Without the support . - second
of the business, S 7y season?

a microservices
project will not
survive

They didn’t
tell you?




SURVIVING
“DESIGIN~



|dentifying Business Domains




|[dentity Management Domain

Protocols
Single Sign-On
Single Sign-Out

Configuration data
User data

Create users
Invite users
Force password reset
Activate / Inactivate users

User data

User self-register Manage tenant permissions
Email confirmation Manage user permissions
Forgot password
Change username / email User permissions data
Change password
Enable MFA

User data

Manage user profile

User profile data




Aggregates

userid

Domain-Driven

1) S

Reference




Design discussions
- - must include
%‘ u - all key players:
\KNOWS NOTHING . » " stakeholders

architects
development

_ (%/ data
- (\
Lﬁ\

test
devops

KNOWS EVERYTHING



“organizations which design
systems ... are constrained to
produce designs which are copies
of the communication structures
of these organizations”

— M. Conway, | 968



Shared APIs

- —




Shared aggregates




Full stack isolation







Eventual consistency

Lk




Microservice




One microservice?

|

|




Two microservices?

-
T













EventStore
ul

! Kibana -~
Manager

Elastic Postgre

Search SQL

Zoo
keeper

Il- docker-compose up







WORKS ON MY M ACHINE



Image Registry

Container
Registry
- Latest

Image Version Info

Repo Repository tags
Promotion tags

Dockerfile i




Automated Image Builds / Tagging

-

Automate or

v

J/ Commit work

GitHub /

TFES ~— 7

Service
Repo

manually
execute
bUI|d

Container
Registry

Cl Tool

Service
Image
Repo

Build _
Dockerfile
Images
Push
Images

Latest

Version Info
Repository tags
Promotion tags




Immutable images,

Automate or
= manually

execute
\L Commit work build

GitHub /
TFS < 3

Service
Repo

Cl Tool

1
1
1
1
1
!
[
1
[l
1
I

T e

Dockerfile

Build
Images

and deployment

Container

Service
Image
Repo

Tagged
Images

Push
Images

Latest

Latest

Version Info
Repository tags
Promotion tags

—

Version x

Version x




DO NOT USE
“LATEST

IN PRODUCTION



One service, one source repo, one image repo




Shared code — tsk tsk




PREPARE TO REFACTOR
AGAIN
AND AGAIN
AND AGAIN



SURVIVING
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[F YOU DON-T WRITE LOGS
YOU WON'T HAVE THEM...



End to end tracing
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End to end visibility




February 5th 2018, 09:12:19.643

February 5th 2018, 09:12:19.635

February 5th 2018, 09:12:19.611
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Executed DbCommand ("4"ms) [Parameters=["@pl6="?" (Size = 450), @0="7?", @l="7" (Size = 4000), @pl7="7"
(size = 4000), @p2="?" (Size = 256), @p3="?", @p4="?" (Size = 4000), @5="?" (Size = 4000), @p6="7?",
@p7="7"', @38="7?" (Ssize = 256), @9="7" (Size = 256), @l0="?" (Size = 4000), @ll='?" (Size = 4000),
@pl2="?", @pl3="?" (Size = 4000), @pl4='?", @l15="?" (Size = 256)"], CommandType='Text',
commandTimeout="30"]"

""SET NOCOUNT ON;

UPDATE [appidentity].[AspNetusers] SET [AccessFailedcount] = @0, [concurrencystamp] = @l, [Emaill =

Executed Dbcommand ("8"ms) [Parameters=["@__normalizeduserName_0='?"' (Size = 256)"], commandType='Text',
commandTimeout="30"]"

""SELECT TorP(1) [ul].[1d], [ul.[AccessFailedcount], [u].[ConcurrencyStamp], [ul.[Email]l, [ul.
[Emailconfirmed], [u].[Firstname], [u].[Lastname], [u].[LockoutEnabled], [u].[LockoutEnd], [u].
[Normalizedemaill, [u].[NormalizeduserName], [u].[PasswordHash], [u].[PhoneNumber], [u].
[PhoneNumberconfirmed], [u].[securitystamp]l, [ul.[TwoFactortnabled], [ul.[username]

FROM [appidentity].[AspNetUsers] As [ul

Executed DbCommand ("6"ms) [Parameters=["@__request_SubjectId_0="7?" (Size = 450)"], commandType='Text"',
CcommandTimeout="30"]"

""SeLECT ToP(1) [uu].[1d], [uul.[AccessFailedcount], [uu].[concurrencystamp], [uu].[Email], [uu].
[Emailconfirmed], [uul.[Firstnhame], [uu].[Lastname], [uu].[LockoutEnabled], [uul.[LockoutEnd], [uu].
[Normalizedemail], [uu].[NormalizeduserName], [uul.[PasswordHash], [uu].[PhoneNumber], [uu].
[PhoneNumberconfirmed], [uul.[Securitystamp], [uul.[TwoFactortnabled], [uu].[UserName]

FROM [appidentity].[AspNetusers] As [uul

Entity Framework Core "2.0.0-rtm-26452" initialized '"AppIdentitybDbcontext"' using provider
'"Microsoft.EntityFrameworkCore.sqlserver”' with options: "MigrationsAssembly=Identity.User.Core

EmailverifyRequest:
{"subjectId":"ada2b33b1le414722a65c541838e47¢c06", "Password": "BetaPassword!", "Token":"CfDI8NEXk6dbqzpFmzjT+
8E19tclAb/h2+1CEZX+C+t1P4qn70Gp72KY80YhK2ZGhcCs5411YkNI2bscjpf3NBhw7uxs6vFD8z+RckxfiFH2/U90dCEEXTQLHUWGXY
66KV8L67TBWIimGWp70CKUIALMDXRO1VDrE/OPDO6GOILSPTOLYH6omSN4bgwTL41EMhs UebdH+OkHOOWGIUt8TguvwvOMaEOVHUHA4e4p
ZpXVN0476G38C8WhAr1vXuUDhwIXPzKw=="

EmailverifyAsync

Executing action method "Identity.user.pProfile.controllers.signupcontroller.emailverify
(Identity.User.Profile)"” with arguments (["Identity.User.Core.Models.EmailverifyRequest"]) - ModelState
is valid

starting http request

calling email verify api

Executing action method "Identity.User.Profile.Web.Controllers.AccountController.EmailConfirm
(Identity.User.pProfile.web)" with arguments
(["Identity.User.Profile.Web.Models.ServiceModels.EmailverifyRequest”]) - Modelstate is valid
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Executed action "Identity.user.Profile.web.cControllers.HomeController.Error (Identity.User.Profile.web)"
in 6.2451ms

Executing ViewResult, running view at path "/views/Shared/Error.cshtml”.

Executing action method "Identity.user.profile.web.cControllers.HomeController.Error
(Identity.user.Profile.web)" with arguments (null) - Modelstate is valid

An unhandled exception has occurred: Object reference not set to an instance of an object.

Executed action "Identity.User.Profile.web.Controllers.AccountController.Emailconfirm
(Identity.user.profile.web)" in 313.0206ms

Executing ViewResult, running view at path "/views/shared/Error.cshtm]™.

response: {"success":false,"Errors":["PasswordRequiresDigit: Passwords must have at Teast one digit ('0'-

'9")."T}

Executed action "Identity.User.Profile.controllers.signupController.eEmailverify (Identity.user.pProfile)”
in 226.3521ms

EmailverifyResponse: {"success":false,"Errors":["PasswordrequiresDigit: Passwords must have at least one
digit ('0'-'9')."1}

Executing ObjectResult, writing value "Microsoft.AspNetCore.Mvc.Controllercontext".
Http request completed in 253

non non non

{"type":"EmailconfirmationFailed", "message":{"Reason":"AddPasswordAsync failed","UserName":"alvin-
beta@email.com","subjectIid":"ada2b33b1le414722a65c541838e47c06", "MessageId":"7928a69c185c4746a34b45e862674
bbe","ActivityId":"OHLBCDT6UL1063:00000001", "causationId"”:"b5726a65b8bf46dcb1d8113fdallb756", "CorrelationI
d":"16a7958384c0494a839%bbef0eff2855f", "CreatedAat™”:"2018-02-
05T08:12:19.677433+00:00","0originId":"Identity.User.Profile.web"}

Email verify failed: ada2b33ble414722a65c541838e47¢c06 alvin-beta@email.com AddrasswordAsync failed

Identity.Domain.Messages.EmailconfirmationFailed

User "adazb33ble414722a65c541838e47c06" password validation failed: "PasswordRequiresDigit".




February 5th 2018, 09:12:19.764 EmailverifyResponse: {"Success":false,"Errors"”:["PasswordRequiresDigit: Passwords must have at least one
digit ("0E-"9")."]}

LDGS SHOU LD BE
MEANINGFUL

February 5th 2018, 09:12:19.585 EmailverifyAsync

February 5th 2018, 09:12:19.801 An unhandled exception has occurred: Object reference not set to an instance of an object.




DEBUG
WITH YOUR LOGS



February 5th 2018, 09:12:19.643
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Executed DbCommand ("4"ms) [Parameters=["@pl6="?" (Size = 450), @0="7?", @l="7" (Size = 4000), @pl7="7"
(size = 4000), @p2="?" (Size = 256), @p3="?", @p4="?" (Size = 4000), @5="?" (Size = 4000), @p6="7?",
@p7="7"', @38="7?" (Ssize = 256), @9="7" (Size = 256), @l0="?" (Size = 4000), @ll='?" (Size = 4000),
@pl2="?", @pl3="?" (Size = 4000), @pl4='?", @l15="?" (Size = 256)"], CommandType='Text',
commandTimeout="30"]"

""SET NOCOUNT ON;

UPDATE [appidentity].[AspNetusers] SET [AccessFailedcount] = @0, [concurrencystamp] = @l, [Emaill =

Executed Dbcommand ("8"ms) [Parameters=["@__normalizeduserName_0='?"' (Size = 256)"], commandType='Text',
commandTimeout="30"]"

""SELECT TorP(1) [ul].[1d], [ul.[AccessFailedcount], [u].[ConcurrencyStamp], [ul.[Email]l, [ul.
[Emailconfirmed], [u].[Firstname], [u].[Lastname], [u].[LockoutEnabled], [u].[LockoutEnd], [u].
[Normalizedemaill, [u].[NormalizeduserName], [u].[PasswordHash], [u].[PhoneNumber], [u].
[PhoneNumberconfirmed], [u].[securitystamp]l, [ul.[TwoFactortnabled], [ul.[username]

FROM [appidentity].[AspNetUsers] As [ul

Executed DbCommand ("6"ms) [Parameters=["@__request_SubjectId_0="7?" (Size = 450)"], commandType='Text"',
CcommandTimeout="30"]"

""SeLECT ToP(1) [uu].[1d], [uul.[AccessFailedcount], [uu].[concurrencystamp], [uu].[Email], [uu].
[Emailconfirmed], [uul.[Firstnhame], [uu].[Lastname], [uu].[LockoutEnabled], [uul.[LockoutEnd], [uu].
[Normalizedemail], [uu].[NormalizeduserName], [uul.[PasswordHash], [uu].[PhoneNumber], [uu].
[PhoneNumberconfirmed], [uul.[Securitystamp], [uul.[TwoFactortnabled], [uu].[UserName]

FROM [appidentity].[AspNetusers] As [uul

Entity Framework core "2.0.0-rtm-26452" initialized '"AppIdentitybbcontext"' using provider
'"Microsoft.EntityFrameworkCore.sqlserver”' with options: "MigrationsAssembly=Identit er.core

EmailverifyRequest:
{"subjectId":"ada2b33b1e414722a65c541838e47c06", "Password\; "Betarassword!" JToken":"CfDI8NEXk6dbqzpFmzjT+
8E19tclAb/h2+1CEZX+C+t1P4qn70Gp72KY80YhK2ZGhcCs5411YkNI2bscIP eesBVFD8z+RckxfiFH2/U90dCEEXTQLHUWGXY
66KV8L67TBWIimGWp70CKUIALMDXRO1VDrE/OPDO6GOILSPTOLYH6omSN4bgwTL41EMhs UebdH+OkHOOWGIUt8TguvwvOMaEOVHUHA4e4p
ZpXVN0476G38C8WhAr1vXuUDhwIXPzKw=="

EmailverifyAsync <—

Executing action method "Identity.user.pProfile.controllers.signupcontroller.emailverify
(Identity.User.Profile)"” with arguments (["Identity.User.Core.Models.EmailverifyRequest"]) - ModelState
is valid

starting http request

calling email verify api

Executing action method "Identity.User.Profile.Web.Controllers.AccountController.EmailConfirm
(Identity.User.pProfile.web)" with arguments
(["Identity.User.Profile.Web.Models.ServiceModels.EmailverifyRequest”]) - Modelstate is valid




Group logs by microservice

|

Elastic Search
[ |




BUILD
DASHBOARDS



SURVIV ING;
“EVENTUAL CONSISTENCY



Eventual consistency

Seass




Messaging-based solution

Seass




Messaging-based solution
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History / Audit




History / Audit

}s

"id": "fd5b1598-11d5-4282-9965-d6ed4e@02ba3”,
"UserName": "ducky",
" __messageType": "UserCreated”

"id": "2d1lc14b8-8973-407c-8ea5-d920ba930afe”,
"UserName": "ducky",
" __messageType": "EmailConfirmed"

"id": "5931c660-e91c-41d2-84a4-8f8ea3608b4a",
"UserName™": "ducky",
" _messageType": "UserLoggedIn"

"id": "6a75ee38-9355-4548-9462-70b8adec0do7",
"UserName": "ducky",
" __messageType": "UserlLoggedOut"”

"id": "b8f563cf-8555-4151-8c58-36ba72e3bbc6”,
"UserName": "ducky",
" __messageType": "UserLoginFailed"

"id": "2334a700-69c3-4ded-9572-7782a790c526",
"UserName": "ducky",
" __messageType": "UserLockedOut"

"id": "12809b61-dc76-486d-ae39-b5a364e22d2f",
"UserName": "ducky",
" _messageType": "UserUnlocked"




Messaging and end-to-end visibility
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CONSUMERS
MUST PROV IDE THE
TEST CASES









SURVIVING
“L AUNCH~



YOUR
USERS




Launch day...
prepare to
fail.




-

‘HOW MANY TIMES MUST I SAY NO
BEFORE YOU UNDERSTAND?’

-DAENERYS TARGARYEN

"',' | want to see drills.

| want to see disaster

recovery.

| want to see standard

operating procedures \
~ (SOPs).

TYRIONLANNISTER.NET A ‘\\ : \
- 0 W, N i

\ ~—

/




SIOMEDNE
IS GOING 1O TAG LATEST
AND BOOM

[T-5 IN PRODUCTION



[T-SAFULL TIME JOB

LOOKING FOR
WAYS TO FAIL



“ONCE YOU'VE ACCEPTED
YOUR FLAWS,
NO® ONE CAN USE THEM
AGAINST YOU.~

TYRI®ON LANNISTER




Why?

Design
Development
Troubleshooting
Eventual Consistency
Integration
Launch

POC 6 — 12 weeks min, 3-5 services
MVP 5 — 8 months min, full features

MVP + 6 months, add 5 — 25 services
MVP + 12 months, add 25-50 services

Adding 100s of services
becomes easy after that

Note: these are examples only

POC 150,000 USD
MVP 400,000 USD

MVP + 6 months 100,000 USD
MVP + 12 months 75,000 USD

Maybe keep some expertise on hand
50,000 USD / yr

Note: these are examples only
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